
Undeliverable Package Scams
The victim receives a text message claiming a package 
could not be delivered and is asked to pay a fee. Clicking 
the link opens a fake website that steals payment details.

Employment Scams
The victim receives a text message offering a job they did 
not apply for. The scammer asks the victim to deposit a 
check, buy equipment or send money before starting.

Bank Impersonation Scams 
The victim receives a text message appearing to be their 
bank. It warns of suspicious activity and instructs the 
victim to click a link or call a fake phone number.

Unpaid Road Toll Scams
Victims receive a text message claiming an unpaid road 
toll is due. The message links to a fake website designed 
to steal any payment details provided.

IRS Impersonation Scams
Scammers pretend to be the IRS or another tax authority and 
send messages asking victims to provide personal information 
or payment details.

Fake Order Notification Scams
Victims are notified an order was placed or a charge was made 
on their account. The message instructs to call a fake 
customer support number that is answered by scammers.

Wrong Number Scams
Scammers reach new victims by sending messages to random 
phone numbers. The scammer attempts to build trust with the 
victim before attempting an “investment” or “romance” scam.

Outstanding Traffic Ticket Scams
The victim receives a text message claiming there is an 
outstanding traffic ticket due. The message threatens late fees 
or legal consequences if payment isn’t made immediately.
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Undeliverable Package Scam 1:
(Impersonates UPS)

Links to Fake Website

Undeliverable Package Scam 2:
(Impersonates USPS)

Malicious File Attached to Message

Employment Scam 1:
(Impersonates TikTok Recruitment)

Employment Scams:Undeliverable Package Scams:

Employment Scam 2:
(Impersonates Recruiter)

Scammers impersonate job recruiters offering great pay and 
benefits, but require the victim to pay upfront for training, 
supplies, or something else. It's not a real job.

Scammers impersonate delivery services and claim a package 
was undeliverable. A link to “resolve” opens a fake website that 
steals any payment details entered. There never was a package.
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Outstanding Traffic Ticket Scams:Unpaid Road Toll Scams:
Scammers impersonate road toll services and claim an unpaid 
road toll is due. The payment link opens a fake website designed 
to steal any personal or financial details entered by the victim.

Scammers impersonate state agencies and claim an outstanding 
traffic ticket is due. The link to pay opens a fake website designed 
to steal any personal or financial details entered by the victim.

Unpaid Road Toll Scam 1:
(Impersonates Sun Pass)

Unpaid Road Toll Scam 3:
(Impersonates EzDriveMA)

Unpaid Road Toll Scam 2:
(Impersonates EZPass)

Traffic Ticket Scam 1: Traffic Ticket Scam 2:
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Wrong Number Scams:IRS / Tax Department Impersonation Scams:

IRS Impersonation Scam:
Department of Taxation

Impersonation Scam: Wrong Number Scam (Text Message):

Scammers reach new victims by sending messages to random 
phone numbers. When someone replies, the scammer gains the 
victim’s trust then attempts an “investment” or “romance” scam.

A message claims you’re entitled to a payment or tax refund. It 
includes a link to confirm your current information. The link 
opens a fake website designed to steal any personal and 
financial details entered.
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Source:
https://www.the-sun.com/money/12745806/wells-fargo-customers-account-drained-zelle-transaction-scam/

Bank Impersonation Scam (Text Message):
• Text message impersonates TDBank (it’s a scammer)
• Claims debit card was used at Walgreens
• Instructs victim to reply, then will initiate a phone call

• Incoming phone call from a trusted Wells Fargo number shown on caller id
• Claims fraudulent activity was detected and funds must be secured
• Victim is instructed to transfer money using Zelle to secure the funds

Bank Impersonation Scam (Phone Call): Victim’s Story

Scammers impersonate the bank claiming suspicious 
activity was detected. Victims are instructed to “secure” 
their money by unknowingly sending it to scammers.

Bank Impersonation Scams:
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Warning: This type of scam often starts with a phone 
call, text message or email from a scammer. Be 
suspicious of anyone claiming to be “the bank.”



Fake Order Notification Scam (Text Message):
- Text message impersonates Apple
- Claims a purchase was made
- Includes a phone number to dispute
- Dialing the number calls a scammer

Fake Order Notification Scam (Email): Victim’s Story
• Email impersonates Apple, claims an iPhone was purchased
• Includes a fake phone number to dispute the charge
• Calling the number connects to a scammer

Victims are notified that an order was placed and instructed 
to call a phone number to dispute it. Dialing the number calls 
a scammer who then impersonates customer support.

Fake Order Notification Scams:
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Warning: This type of scam often starts with a phone 
call, text message or email from a scammer. Stay 
alert and suspicious of order notifications.



 Replying to Text Messages from Unknown Senders
Replying lets scammers know your phone number is active, which 
can lead to more scam messages. It’s best to ignore the text. Block 
and delete it.

 Clicking Links or Opening Attachments in Text Messages
Links and attachments can take you to fake websites that steal 
personal or financial information. Do not click links, open 
attachments, or scan QR codes from unexpected texts.

 Trusting the Name or Number Shown on Caller ID
Scammers can fake the name or number that appears on your 
phone. Messages may look like they come from a bank, delivery 
company, or government agency when they do not.

 Calling Back Phone Numbers from Unsolicited Texts
Scam texts often include phone numbers that connect directly to 
scammers. Always look up the organization’s real phone number on 
their official website before calling.

Dangerous Actions to Avoid:

Knowing what NOT to do, is how you avoid traps set by scammers.

Stay Safe from Text Message Scams:

 Access Websites Directly (Instead of Clicking Links)
Scam text messages often include links that lead to fake websites 
designed to steal your information. Instead of clicking the link, 
type the website address directly into your internet browser to 
make sure you are visiting the real, trusted site.

 Verify Phone Numbers Before Calling Back
Scammers often include fake phone numbers in text messages to 
trick you into calling them. Before calling back, take a moment to 
look up the organization’s real phone number and make sure it 
matches.

 Confirm Situations Through Official Channels
If a text message says an order was placed or your account is 
locked, do not reply or click on anything. Instead, check your 
account directly using the official website or app. Only call phone 
numbers listed on the organization’s official website – make sure 
it’s their real website and real phone number.

Assume every unsolicited communication is a scammer.

Common Text Message Scams
A Guide to Common Text Message Scams + Real Scam Examples



Common Text Message Scams
A Guide to Common Text Message Scams + Real Scam Examples

https://www.ScamAware101.com
https://www.youtube.com/@scamaware101
https://www.facebook.com/scamaware101

Everyone should have the knowledge to defend against scams!
ScamAware101: Online Courses, Webinars, Group Presentations, Scam Alerts
SCAM AWARENESS LIVE: EVERY THURSDAY (WATCH ON YOUTUBE)

Follow ScamAware101:
Stay Scam Aware! More From ScamAware101

https://www.scamaware101.com/
https://www.youtube.com/@scamaware101
https://www.facebook.com/scamaware101
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